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Fault Tolerance Question
(a) Describe briefly different RPC semantics is case of
server failures.
(b) For each of the following applications, which
semantics would be most appropriate?
(i) Reading and writing files from a file server.
(ii) Compiling a program.
(iii) Remote banking.

Fault Tolerance Question
(c) What makes the fail-stop model in the case of
crash failures so difficult to implement?
(d) Explain how many replicas are needed to
implement a k fault tolerant group of processes if
failures are:
(i) fail-silent
(ii) arbitrary

Edge Computing
• A new paradigm for distributed systems
• “Edge computing refers to the enabling technologies
allowing computation to be performed at the edge of
the network, on downstream data on behalf of cloud
services and upstream data on behalf of IoT services.”
• “The Internet of Things is a network of interconnected
sensing and actuating devices that collect and share
information using standard communication protocols.”
Slides partly based on those by Stacy Patterson at Rensselaer Polytechnic Institute
W. Shi, J. Cao, Q. Zhang, Y. Li and L. Xu, "Edge Computing: Vision and Challenges," in IEEE Internet of Things Journal, vol. 3, no. 5, pp. 637-646, Oct. 2016.

Motivation
• By 2022, there will be 14.6 billion connected
devices in the IoT (51% of connected devices)
• Economic impact of $263 billion

• The data created by IoT devices will reach 283.5
exabytes (10^18 bytes) per year by 2022
• 6% of global IP traffic

• Amount of data created (and not necessarily
stored) by any device will reach 847 ZB per year by
2021
• 218 ZB per year in 2016
• Data created is >100X higher than data stored
Cisco Estimates 2018

Warning about future estimates

Mehta, Aalok, and J. Armand Musey. "Overestimating Wireless Demand: Policy and Investment Implications of Upward Bias in Mobile Data Forecasts.“
CommLaw Conspectus: Journal of Communications Law and Policy, vol. 23, no. 2, 2015, p. 300-345.
HeinOnline, https://heinonline.org/HOL/P?h=hein.journals/cconsp23&i=300.

IoT Analytics
• Use data in real time to make our environments
smarter

• Sensors in vehicles and roads can monitor road and
traffic conditions
• Smart appliances and smart meters will enable finegrained power usage monitoring and demand response
• Cell phone cameras and microphones can measure
environment (this information can be used to direct
municipal resources)

• Need for big data analytics for IoT data

IoT Value Chain (ecosystem)

EY Future of IoT Report 2019

Finnish industrial IoT (side-note)

Finley, B., & Vesselkov, A. (2019, April). Cellular IoT Traffic Characterization and Evolution. In 2019 IEEE 5th World Forum on Internet of Things (WF-IoT) (pp.
622-627). IEEE.
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Data Center - Big Data Analytics
• Current State of the Art
• Transfer data to the cloud and perform data analytics
using a big data computing framework

• Challenges
•
•
•
•

How to parallelize computation across nodes?
How to distribute the data across nodes?
How to handle failures?
How to handle message loss and partitioning?

Data Center - Big Data Analytics
• A major reason for the success of cloud computing is
the proliferation of data analytics frameworks
• Instead of writing code to address same challenges in
every application:
• Create abstraction that can express many types of
computations
• Develop a framework that implements this abstraction and
hides messy details from application developers

• Example: Apache Spark, MapReduce (abstraction +
framework)

Cloud Computing for the IoT
• Current approaches will not support the envisioned
applications for the IoT
• Why not?
• Too much data, not enough bandwidth
• Latency and jitter are problematic for real-time sensing
and control (IoT data is geographically distributed)

Use Case 1: Smart Traffic Lights
• STLS has 3 major goals
•
•
•
•

Accident prevention
Enable steady flow of traffic (green waves along the
main roads)
Collection of relevant data to evaluate and improve the system

• Goals require processing at different timescales
• Real-time (< 10 ms)
• Near-real time (seconds to minutes)
• Long-term

• Can perform each activity at a different level in the
hierarchy
Bonomi F., Milito R., Natarajan P., Zhu J. (2014) Fog Computing: A Platform for Internet of Things and Analytics. In: Bessis N.,
Dobre C. (eds) Big Data and Internet of Things: A Roadmap for Smart Environments. Studies in Computational Intelligence, vol
546. Springer, Cham

Use Case 2: Wind Farms
• Large wind farm may have hundreds of turbines over
hundreds of square miles
• Turbine operation must adapt to wind conditions
• e.g., position blades for wind direction, power down when no
wind or wind speeds too high

• Optimization of a single turbine may starve others
• Requires sensing and control in both time and space
Bonomi F., Milito R., Natarajan P., Zhu J. (2014) Fog Computing: A Platform for Internet of Things and Analytics. In: Bessis N.,
Dobre C. (eds) Big Data and Internet of Things: A Roadmap for Smart Environments. Studies in Computational Intelligence, vol
546. Springer, Cham

Use Case 3: Mobile Gaming

Premsankar, Gopika, Mario Di Francesco, and Tarik Taleb. "Edge computing for the
Internet of Things: A case study." IEEE Internet of Things Journal 5.2 (2018): 12751284.

Use Case Taxonomy

Beck, Michael Till, et al. "Mobile edge computing: A taxonomy." Proc. of the Sixth International Conference on Advances in Future Internet, 2014.

Warning about Terminology
• Cloud Computing

“A system to provide on-demand access to a shared pool of computing
resources, including network, storage, and computation services. Typically
utilises a small number of large centralized data centers and regional data
centers today”

•
•
•
•

Mobile Cloud Computing
Edge Computing
Mobile Edge Computing
Fog Computing

“A distributed computing concept where compute and data storage
resource, as well as applications and their data, are positioned in the
most optimal place between the user and Cloud with the goal of
improving performance and redundancy. Fog computing workloads may
be run across the gradient of compute and data storage resource from
Cloud to the infrastructure edge. The term fog computing was originally
coined by Cisco. Can utilize centralized, regional and edge data centers.”

Terminology Glossary
• Open Glossary of Edge Computing (Linux
Foundation)
https://www.stateoftheedge.com/projects/glossary
• Data Gravity
“The concept that data is not free to move over a network
and that the cost and difficulty of doing so increases as
both the volume of data and the distance between
network endpoints grows, and that applications will
gravitate to where their data is located. Observed with
applications requiring large-scale data ingest.”

Edge Architectures
• Resource-rich servers deployed close to the end-devices
• Resources from heterogeneous nodes at the edge, including the end-devices
themselves
• Federation of resources at the edge and centralized data centers.

Premsankar, Gopika, Mario Di Francesco, and Tarik Taleb. "Edge computing for the Internet of Things: A case study." IEEE Internet of Things
Journal 5.2 (2018): 1275-1284.

Mobile Edge Architectures

P. Mach and Z. Becvar, "Mobile Edge Computing: A Survey on Architecture and Computation Offloading," in IEEE Communications Surveys & Tutorials, vol. 19, no. 3,
pp. 1628-1656, 2017.

ESTI MEC Reference Architecture
•

Functional elements (VMs on datacenter
(NFV)) and reference points

•

Mobile edge orchestrator (system level
management of available
computing/storage/network resources)

•

Mobile edge platform manager (server
level management of application
lifecycle, application rules, and service
authorization)

•

Virtualization infrastructure manager
allocation (sever level management and
release of the virtualized
computation/storage resources)

•

MEC Server placement (ENB, Cell
aggregation site, edge of core network)

P. Mach and Z. Becvar, "Mobile Edge Computing: A Survey on Architecture and Computation Offloading," in IEEE Communications Surveys & Tutorials, vol. 19, no. 3,
pp. 1628-1656, 2017.

Practical Implementation
• Nokia Airframe open
edge server (for BS)
• 130.6 x 440 x 430 mm
• 5 server sled slot
• 1U Server
•
•
•
•

24 cores/2.4GHz
8 DIMM Slots
2 hot-plug SATA Slots
Support Nvidea Tesla T4
GPU

Practical Costs

Norma 5G Project - Evaluation architecture design and socio- economic analysis – final report

Edge
Landscape
https://www.stateoftheedg
e.com/projects/landscape/
• Traffic, Platform,
Infrastructure, Hardware,
Connectivity, Real Estate,
etc.

Future
Mobile Edge
Computing
Research

Mao, Yuyi, et al. "A survey on mobile edge
computing: The communication
perspective." IEEE Communications Surveys
& Tutorials 19.4 (2017): 2322-2358.

Distributed ML on Edge
• Natural use case for edge
• Federated learning

• Training on local data
• Send model updates
• Train/Val/Test on subsets of
clients
• Data privacy
• Heterogenous devices w/
constraints
• Communication overhead

• Implementations

• Fed Avg (averaging local SGD
updates)
• TensorFlow Federated
• PySyft
• LEAF Benchmark

Lim, Wei Yang Bryan, et al. "Federated Learning in Mobile Edge Networks: A Comprehensive Survey." arXiv preprint arXiv:1909.11875 (2019).
Liu, Lumin, et al. "Edge-Assisted Hierarchical Federated Learning with Non-IID Data." arXiv preprint arXiv:1905.06641 (2019).

Communication Overhead and
Resource Allocation in FL

Lim, Wei Yang Bryan, et al. "Federated Learning in Mobile Edge Networks: A Comprehensive Survey." arXiv preprint arXiv:1909.11875 (2019).

Use Case 1: Android GBoard
• Learning next-word prediction for Android
keyboard
• Local keyboard cache vs. server log data (truncated,
only google apps)
• FedAvg (averaging
local SGD updates)
Hard, Andrew, et al. "Federated learning for mobile
keyboard prediction." arXiv preprint
arXiv:1811.03604 (2018).

Use Case 2: Patient Phenotyping
• Patients distributed across health centers at
different regions/countries
• Data sharing is a problem with privacy (GDPR?)
• Patient health text as feature for phenotyping

Xu, Jie, and Fei Wang. "Federated
Learning for Healthcare Informatics."
arXiv preprint arXiv:1911.06270
(2019).

Use Case 3: NVIDIA Mobile MRI
• Appling AI on medical
imaging
• Deploy w/ Helm chart on
Kubernetes
• Blockchain ledger for
data tracking data used
for training
• Already deployed in US
and UK for testing

When to use Federated Learning?
1. The task labels don’t require human labelers but
are naturally derived from user/machine
interaction
2. The training data is privacy sensitive
3. The training data is too large to be feasibly
collected centrally
Ramaswamy, Swaroop, et al. "Federated learning for emoji prediction in a mobile keyboard." arXiv preprint arXiv:1906.04329 (2019).

Summary
• Edge computing and IoT
• Diverse use cases and architectures
• Edge ML and Federated Learning
• Questions?

Your Tasks
• Next lecture: Santeri Paavolainen (Aalto University,
D.Sc. Student)
• Distributed ledgers and blockchain
• For next lecture session
• Zheng, Zibin, Shaoan Xie, Hong-Ning Dai, and Huaimin
Wang. "Blockchain challenges and opportunities: A
survey." International Journal of Web and Grid Services 1
(2016): 1-25

